
From CVR to 
security.txt

A N  O V E R V I E W  O F  D A N I S H  C O M P A N I E S '  

S T A N C E  O N  V U L N E R A B I L I T Y  D I S C L O S U R E  



WHO THE HACK IS THIS GUY

• Emil Christian Hørning

• 7 years experience with Infosec

• Active bug bounty hunter with +100 reports

• Head of Hackers @ Defend Denmark

• Danish local bug bounty platform

• Got tired of there being so few Danish companies to 

hack

• So started own adventure to promote Bug bounty in 

Denmark

• Lots of really cool hackers already on the platform



• In June when I scanned ~1.2 million .dk domains for security.txt

• What is security.txt ?

• Simply put, a .txt file that says how you can get in contact with the security team

How did this research start?



Some quick terminology

Security.txt: RFC 9110 standard at 
/.well-known/security.txt or 

/security.txt. 

“Here is how to contact us about 
security issues”

Vulnerability disclosure policy 
(VDP): A policy for how any 
external persons should handle 
vulnerabilities in the specific 
company

Bug Bounty Program (BBP): VDP 
+ Financial/Gift rewards for 
finding and reporting security 
vulnerabilities

Coordinated Vulnerability 
Disclosure (CVD): The actual 
process after a report comes in. 



What should we talk about ?
• Vulnerability disclosure adaptation in Danish 

Companies

• How mature are Danish companies processes for 

handling unprompted reports of security issues

Not mature: No 
procedures in place, 
no proper contact 
method, no mention of 
security

1

Slightly mature: A 
security contact on 
the webpage. Maybe a 
security.txt – No 
formal CVD process

2

Mature: A VDP, 
outlining what to 
report and how to 
report it. Including a 
security.txt. 
Formalized CVD

3

Very mature: An active 
VDP with 
incentivization for 
finding vulnerabilities 
(Bug bounty or other 
rewards)

4



Why is it important?

• Well…
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• The cybersecurity situation in Denmark is tense

• Regulations are knocking on the door 

• The talent pool is growing rapidly in Denmark

• Cybermesterskaberne

• New Cybersecurity educations

• More Focus, that’s great!

• Larger chance of friendly hackers stumbling 

over vulnerabilities

Why is it important?



Raise your hand if 
you know that your 
company has a 
vulnerability 
disclosure policy



Working with friendly hackers 

The good
The bad
The ugly



Day 1

EN: I did some research, You have
a vulnerability here, just letting you know

Working with friendly hackers – The good

EN: Thanks for letting me know!

CISO



Day 2

Working with friendly hackers – The good

EN: Thanks for letting us know again and for the good
Process. As a thanks we will send you a hoodie, what is
your size?

CISO
Senior Security Engineer

EN: Thanks for the help and for giving me an interesting task
keep up the good work



Working with friendly 
hackers – The bad



Working with friendly 
hackers – The bad



Working with friendly hackers – The ugly

EN: “Father convicted of hacking sons kindergarden”

1. In 2016 a Danish father finds a simple IDOR in 

his kindergardens software

2. He contacts the vendor Infoba

They don’t respond back to him (No timeline)

3. He finds more vulns

4. Later he pops an XSS on the kindergarden

personnels site

5. This makes Infoba report him to the police



The ethical hacker Infoba Decision makers

Good Ugly
Is curious when he sees 
something suspicious

Doesn’t wait long for a 
response before trying more

Reports the issues to the 
vendor

Performs an actual attack
against the site

Good Ugly
Says they take security 
seriously if reported in good 
faith

Has no policy for vulnerability 
disclosure

Does not give a timely 
answer of acknowledgement 
when receiving a report

Working with friendly hackers – The ugly



What is ideal in regards to working with friendly 
hackers?

• Tryg does it well



What is ideal?

• Tryg does this well

• Clear purpose

• Explains legal situation (Do not hack us, but let us 

know)

• What is in scope (tell us about these issues)

• What is out of scope (what don’t we want to hear 

about)

• Here is how to reach us

• We don’t know about the internal procedure (CVD)



Lets figure how 
how the digital 
Denmark is 
doing



How to approach this

1. List of of all 
companies in 

Denmark (Thanks 
Frederik Eriksen) 

2. Reduce this list 
with certain criteria 
(not all companies 
should have a VDP)

3. Enrich the data to 
get as many 
websites as 

possible 

4. Query all 
websites for 
security.txt

5. Search the 
companies + 
“Vulnerability 
disclosure”

6. Analyse data to 
see trends in 
security.txt
adaptation



The starting point

Column Name Data Type Description

company_id String Unique identifier for the company

name String Official name of the company

email String Primary contact email address

webpage String Company website URL

short_description String
Brief company type description (e.g., APS, A/S, 
FOR, FON)

industry_code String Danish industry classification code (DB93)

capital Decimal Registered capital amount

number_of_employees Integer Total number of employees



Reduction - Company types



Reduction - Company industry codes

781 Different industry codes for all Danish companies



Reduction –
Public 
institutions

- STA (Statslig administrativ enhed) - State 
administrative units

- REG (Region) - Regions 

- KOM (Primærkommune) - Municipalities

- SOV (Selvstændig offentlig virksomhed) - Independent 
public companies

- In total: 337 companies



Reduction – Private companies
• - Must be A/S (Aktieselskab) OR APS (Anpartsselskab) in these industries:

• - 582100 | Publishing of computer games

• - 582900 | Other software publishing

• - 611000 | Provision of fixed, wireless and satellite telecommunications

• - 612000 | Resale of telecommunications and telecommunications brokerage activities

• - 619000 | Other telecommunications activities

• - 620200 | Information technology consultancy activities

• - 621000 | Computer programming

• - 622000 | Information technology consultancy activities and management of IT facilities

• - 629000 | Other IT service activities

• - 631000 | IT infrastructure, data processing, hosting and related activities

• - 631100 | Data processing, web hosting and related services

• - 639100 | Operation of Internet portals

• - 639200 | Other information activities



Reduction – General filtering

• Large Companies (ANY type)

• Companies with >250 employees

• Count:1,207 companies

• Top Companies by Capital (ANY type)

• Top 3000 companies by reported capital 

• Count: 2,214 companies



Reduction – Other sources

Ask Claude / ChatGPT / Grok 

“Give me a list of 1000 Danish 
companies that should have a VDP”

Berlingske top 1000

Top companies on revenue.

Take the list over the last many years 
and 



Reduction of the reductions

• Take all these companies, but exclude them if 

their name contains:

• "fond" (fonds)

• "holding" (holding companies)

• "invest" (investment companies)



Total results after reductions:

Category Count ~ % of Total

Public entities (STA, REG, KOM, SOV) 337 1.8%

Private IT companies (A/S or APS with IT codes) 14,859 79.8%

Companies with >250 employees 1,207 6.4%

Top 3000 by capital 1,710 9.1%

Companies suggested by LLM + Berlingske 504 2.7%

Total unique (with overlaps) 18,617 100%



Next task: Find their websites



Getting more websites for companies

STARTING POINT: 4,866 / 18.617 (~26%)

• To find security.txt or a policy, we need to 

know the companys website

• Lets go over all the strategies to collect them



Getting more websites from contact email

• Not all companies have their domain set in the 

dataset, 

• but they have a contact email.

• We check if its a unique domain (not a service 

provider) then this is a good indicator

gmail.com, hotmail.com, hotmail.dk, 

outlook.com, outlook.dk, live.dk, live.com, 

mail.dk, me.com, yahoo.dk, yahoo.com

,icloud.com

4,866 → 8,873
~26 % → ~47 %



Getting more websites from .dk domains

1. https://wallnot.dk/dotdk/ contains a list of 

1.212.913 .dk domains

2. Query the https:// webroot for all

3. Look for the words CVR

Check if there is a CVR number (8 numbers) in the 

vicinity (50 characters ahead)

4. Map this website to the company

5. (Potential errors, we live with them)

8,873 → 10,216
~47 % → ~54 %

https://wallnot.dk/dotdk/
https://wallnot.dk/dotdk/


Getting more websites from friends

• Apparently cvr enrichment is something people fancy

• Got a list of CVR to website list from a friend: Tobias 

Evar Lauridsen from DC

• Certificate transparency

• Whois lookups

• RDAP lookups

• Dansk Industri keeps a list of members with CVR and 

associated website

10,216 → 11,502
~54 % → ~61 %



Getting the last websites with perplexity

• Ask the LLM overlords to search for the last ones out

• <COMPANY NAME> (ApS or A/S) website Denmark

• Blindly trust what comes back.

• Filter off aggregators (Proff, Virk etc.)

• Left with a good website coverage!

• Perplexity was the best price: ~120 usd

11,502 → 18,103
~54 % → ~98 %



Landing on a final number of companies

• Remove companies that obviously 

don’t have a website

• But include companies from 

previous research that has a 

security.txt

• But not those who have one from a 

software provider

• Like nextcloud or moodle

Final Number: 18,355

Cant use 

Can use 

https://emojipedia.org/cross-mark


Now we are left with this, these are the companies 
that SHOULD* have a VDP
• 18,355 companies with a domain

• Request /security.txt or /.well-known/security.txt

• Parse the results and verify it follows the standard

• Some sites give generic 404, so exclude those.

* I mean who am I to judge, there are regulators for that

SCANNING



Result: security.txt

848 valid security.txt



Result: security.txt

848 valid security.txt



THE CATCH

• Some companies have a VDP

• That’s great, that’s fine, really 

cool

• But then they don’t have a 

security.txt to reference to it



Lets fix it

• Use Perplexity to help search for VDP links for companies

• This is expensive so we cannot do it on the remaining 

~17.000 companies

• Analyze top 1500 companies on size (employees)

• Analyze top 1500 companies on capital 

• Find vulnerability disclosure links and analyze them



Lets fix it



Result: security.txt

123 valid VDP



971 companies
~5% adoption
• Of companies that we filtered for specifically

• Naturally some of these companies may not 

need this

• Some of the companies may not be mature 

enough to have this

• But at the same time, I believe there are 

more than 971 companies in DK who are 

mature enough.





Financial industry - Banks

• According to Wiki: 48 banks with more than 1 billion (milliard) in capital *

• 12 banks (~25%) have a VDP

*https://da.wikipedia.org/wiki/Danske_pengeinstitutter_efter_st%C3%B8rrelse

https://kagi.com/proxy/aN1StOqs0tYao5zgXfPVQIJuEtsbOfbg5DPHH50-hUjdU0Y94doxam_otWtMHiJBnq9HglOx=s900-c-k-c0x00ffffff-no-rj?c=eq9VMBAMKMoLLddtQh7dgJFTwKzHe_P5OQIbxWB7bCfddks66QFjDmO4DzH9M6gAnyZPwIgSQceawv-X-PE5813MRTToJSMnL9-RJgEMqYqgBAtTryrOuhYEOu3xeb39g935J-94LS0u0-YE74msou1N9UGWvRXtxKMG9VOLMNN6uAJoE9ZsFFqxY_MKSZobRMYZFa8_IpuMFEYhRziU7g%3D%3D


The public sector

• Total government entities: 337

• 5 municipalities with VDP

• 1 region with VDP

• 4 state entities with VDP

• Lets see them!!!

Type Description Total
With 
VDP Percentage

KOM
Kommuner 
(Municipalities) 100 5 5.00%

REG Regioner (Regions) 5 1 20.00%

SOV
Selvejende (Self-
Governing) 7 1 14.30%

STA
Staten (State 
Agencies) 225 3 1.3%

TOTAL All Public Sector 337 10 2.97%



The public sector

Type: security.txt
Employees: 12799

Type: Security.txt + VDP
Employees: 5856

Type: Security.txt
Employees: 377

Type: Security.txt
Employees: 1*



Nota







The universities



The universities

1/8



Size of company correlates with VDP adption



Capital of company correlates with VDP adption



How about bug bounty 

• Visma

• Queue-It

• Too Good To Go

• DBA/Bilbasen/Bilinfo (Via Vend)

• SumUp

• WithSecure

• CM.Com Danmark

• Six Danmark

• Palantir Technologies Danmark

• BitDefender

• Spotify Danmark

• Toyota Danmark

Not very utilized, mostly large companies or international companies



Lets end on a high note with some funny findings



Funny 
findings 1

R E G I O N  H  B L O C K I NG  

R E QU E S T S  F O R  

S E C U R I T Y. T X T



Funny 
findings 2



Funny 
findings 3



Funny 
findings 4



Funny findings 5:
Death by beg bounty hunters



H T T P S : / / N E W S . S O P H O S . C O M / E N - U S / 2 0 2 1 / 0 4 / 0 6 / B E G - B O U N T Y - H U N T I N G - W H Y - D O - P E O P L E - D O - I T - A N D -
H O W /

Funny findings 5:
Death by beg bounty hunters



So what can you 
do now?

• Figure out if your organization has a 

security.txt

• If not, then create one: 

https://securitytxt.org/

• Figure out if you should have a 

vulnerability disclosure policy

• Figure out your internal process when 

a security researcher inevitably 

contacts you

• Consider if you want to incentivize 

ethical hackers to find bugs in your 

systems for bounties

• In that case, lets talk.

https://securitytxt.org/
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