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AGENDA
1. What is Ethereum

2. How do we interact with the Ethereum blockchain

3. How do we program the Ethereum blockchain

4. Security holes in Ethereum programs

5. Exploiting smart contracts for fun and flags

6. Conclusion
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WHAT IS ETHEREUM
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ETHEREUM
• Blockchain

• Database maintained by decentralized network of 
computers

• Collectively managed and not owned by a single 
entity

• Every participant in the network makes sure that 
the data in the network is accurate

• Everyone manages everyone and make sure that 
no one cheats in the system
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ETHEREUM

DATA IS STORED IN AN APPEND-ONLY SERIES 
OF BLOCKS, THIS IS CALLED THE BLOCKCHAIN.

THE BLOCKCHAIN ALLOWS FOR VALIDATING 
AND PROCESSING TRANSACTIONS, CODE AND
FUNDS IN SUCH A WAY THAT NO ONE NEEDS 

TO TRUST ONE ANOTHER.
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WAIT, WAIT, WE 
ARE GETTING 
AHEAD OF OUR 
SELVES

Lets take a step back
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Lets take a step back
• Rai Stones as a form of currency

• Huge stones denoting monetary value 

• Imagine 1 rai stone -> 100 dkk

• Huge hastle to pay with them

• Instead of moving them around, just keep a list 

of who pays who and with which stone

• A bank can keep track?

• Cumbersome to go ask the bank each time.

• What if everyone just kept track of who owns which 
raistone?

LETS HACK THE BLOCKCHAIN
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THE EVM 1
• The Ethereum Virtual Machine

• The name for the state of all the data, transactions on 

the ethereum blockchain

• Everyone agrees on this state, all the nodes.

• Imagine the EVM as a big distributed computer

• Every new block changes the state of the EVM.

• Any participant can broadcast a request for this 

computer to perform arbitrary computation.

• Whenever such a request is broadcast, other 

participants on the network verify, validate, and carry 

out ("execute") the computation.
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THE EVM 2
• Executions causes a state change in the EVM, which is 

committed and propagated throughout the entire 

network

• Requests for computation are called transaction 

requests; the record of all transactions and the EVM's 

present state gets stored on the blockchain

• This is in turn is stored and agreed upon by all nodes.

• Cryptographic mechanisms ensure transactions are 

valid

• Only Filip with his private key should be able to send his 
funds
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ETHER
• The cryptocurrency in the Ethereum ecosystem

• Ethers purpose is to facilitate a market for computation

• Economic incentive for verifying and executing 

transactions and providing computational resources

• Anyone who broadcasts a transaction must provide a 

fee to pay

• Validators of the transaction get the fee

• Fee corresponds to the computation needed for the 

transaction
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SMART CONTRACTS
• Now we are getting to the good stuff

• Application code that can be uploaded to the 

blockchain which can be utilized by others.

• A simple ownership contract can be deployed.

• When interacted with, the contract checks if you have 
transfered funds to it, and if you have, issues a token to 
you.

• Others may check who owns a specific token on the 

contract

• Congratz, you just invented NFTs
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Alright that’s a lot, 

lets do some quick 

terminology.
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The sequence of all blocks that have been 

committed to the Ethereum network in the 

history of the network. 

So named because each block contains a 

reference to the previous block, which helps us 

maintain an ordering over all blocks (and thus 

over the precise history)

20

Blockchain
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The native cryptocurrency of Ethereum. 

Users pay ETH to other users to have their 

code execution requests fulfilled.

21

Ether/Eth
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The real-life machines which are storing the EVM 

state. 

Nodes communicate with each other to propagate 

information about the EVM state and new state 

changes. 

Any user can also request the execution of code by 

broadcasting a code execution request through a 

node.

The Ethereum network itself is the aggregate of all 

Ethereum nodes and their communications.
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Where ETH is stored. Users can initialize accounts, 

deposit ETH into the accounts, and transfer ETH 

from their accounts to other users.

Accounts and account balances are stored in a big 

table in the EVM; they are a part of the overall EVM 

state.

23

Accounts/

Wallets
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Transaction request : term for a request for code execution on the 

EVM.

transaction : a fulfilled transaction request and the associated change 

in the EVM state. 

For the transaction request to affect the agreed-upon EVM state, it 

must be validated, executed, and "committed to the network" by 

another node. 

Examples

* Send X ETH from my account to Alice's account.

* Publish some smart contract code into EVM state.

* Execute the code of the smart contract at address X in the EVM, with 

arguments Y.

24

Transactions
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The volume of transactions is very high, so transactions are 

"committed" in batches, or blocks. Blocks generally contain dozens to 

hundreds of transactions.

25
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A reusable snippet of code (a program) which a developer 

publishes into EVM state. Anyone can request that the smart 

contract code be executed by making a transaction request.

Developers can write arbitrary executable applications into 

the EVM (games, marketplaces, financial instruments, etc.)

26

Smart 

Contracts
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Using ethereum
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Account: 

0x79Ba6049fBbf99502e1D324de034B7548aE2601d

Account: 

0x9aF0d5b0DF7b6cA290807aEc99E23D02075eAB45
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Account: 

0x79Ba6049fBbf99502e1D324de034B7548aE2601d

Account: 

0x9aF0d5b0DF7b6cA290807aEc99E23D02075eAB45
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Account: 

0x79Ba6049fBbf99502e1D324de034B7548aE2601d

Account: 

0x9aF0d5b0DF7b6cA290807aEc99E23D02075eAB45
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Account: 

0x79Ba6049fBbf99502e1D324de034B7548aE2601d

Account: 

0x9aF0d5b0DF7b6cA290807aEc99E23D02075eAB45
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Account: 

0x79Ba6049fBbf99502e1D324de034B7548aE2601d

Account: 

0x9aF0d5b0DF7b6cA290807aEc99E23D02075eAB45
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Account: 

0x79Ba6049fBbf99502e1D324de034B7548aE2601d

Account: 

0x9aF0d5b0DF7b6cA290807aEc99E23D02075eAB45
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THAT WAS 
FUNDS
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LETS TALK 
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CONTRACTS
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A simple contract



RESTRICTED

PRESENTATION TITLE 37

Simple types 1
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Simple types 2
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Payment types
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• How much ether do you need to pay for a 
transaction?

• You pay gas spent * gas price amount of ether, where:

• gas is a unit of computation

• gas spent is the total amount of gas used in a transaction

• gas price is how much ether you are willing to pay per gas

• Transactions with higher gas price have higher priority to be 
included in a block.

• Unspent gas will be refunded.

• Gas limits

• There are 2 upper bounds to the amount of gas you can spend:

• gas limit (max amount of gas you are willing to use for your 
transaction, set by you)

• block gas limit (max amount of gas allowed in a block, set by 
network)
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Data locations

9/3/20XX PRESENTATION TITLE 43

Variables are declared as either storage, memory or 

calldata to explicitly specify the location of the data

• Storage – Variable is a state variable (store on 

chain)

• Memory – Variable is in memory, and it exists while 

a function is being called

• Calldata – Special data location that contains 

function arguments
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Constructor

Caller of 

function

(address)
How many eth 

they attached to 

the call

How many eth they 

attached to the call
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Interacting with a contract

9/3/20XX PRESENTATION TITLE 45

To do so easily you will need:

• Contract address

• Contract ABI

• A node you can publish your interaction to

• A programming language and library to interact 

with the node
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DEMO

Yes v cool demo
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BUT WE ARE 
HACKERS

47

LETS HACK 
THE 

CONTRACTS
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msg.sender.call(balance)
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msg.sender.call(balance)

msg.sender.call(balance)

msg.sender.call(balance)
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Intended behaviour Actual behaviour
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DEMO
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OVER/UNDERFLOWS
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Arithmetic 
Over/underflows
• Solidity compiler >= 0.8 errors when 

under/overflows happen

• Solidity compiler <0.8 allows under/overflows 

• Programs before <0.8 should use the 

‘SafeMath’ package.

• Abusing is of course application specific
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CONCLUSION
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PRESENTATION TITLE
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Conclusion

• Smart contracts can be hacked left and right if 

the developers have made mistakes

• Hacks happen all the time, and criminals make 

off with huge amount of cryptocurrency

• You can train your smart contract hacking 

capabilities on platforms
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Other places to go
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