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WHY

We can all train with OFFSEC or Portswigger to 

learn about exploiting:

3

• Xss

• Sql injection

• CSRF

• Directory traversal

• XXE

• SSTI

• Command injection

• SSRF

• IDOR

• Deserialization

• Prototype pollution

• SSRF
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WHY

But I love to explore lesser-known vulnerabilities 

like

4

• Web Cache 

deception

• Polyglot 

Frankenstein 

gif/js files for xss

• Guid prediction

• Client-side path 

traversal attacks -> css

injection

• Side channel Cross 

site leaks

• Host header 

injections
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WEB CACHE 
DECEPTION
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WEB CACHE DECEPTION - CACHES
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Caches are needed for files that don’t change often

Takes the stress off the webserver

All this work 
for serving 
the same 

file?
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WEB CACHE DECEPTION - CACHES
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So add a cache!

POST /api/updateuser

Cache Server

POST /api/updateuser
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WEB CACHE DECEPTION - CACHES
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Like cloudflare, so they can handle all your heavy static files
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WEB CACHE DECEPTION - VULNERABILITY
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Caches exploited in openai (chatgpt site)

Request
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WEB CACHE DECEPTION - VULNERABILITY
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Caches exploited in openai (chatgpt site)

Response
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WEB CACHE DECEPTION - VULNERABILITY
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WEB CACHE DECEPTION - VULNERABILITY
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Cache Server

Hey boss, click this
LINK for free pepsimax

I don’t 
know this 

file

What, no 
pepsi?

Better save 
this static 

cacheable 
.css file
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WEB CACHE DECEPTION - VULNERABILITY
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Cache Server
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WEB CACHE DECEPTION - VULNERABILITY
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Cache Server

Ah, yes I 
know this 

file!
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WEB CACHE DECEPTION - VULNERABILITY
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SOURCES

https://www.darkrelay.com/post/account-takeover-vulnerability-in-
chatgpt
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https://www.blackhat.com/docs/us-17/wednesday/us-17-Gil-Web-
Cache-Deception-Attack-wp.pdf



RESTRICTED

POLYGLOT 
FRANKENSTEIN 

GIF/JS FILES 
FOR XSS
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LIVE DEMO

YES IM GOING THERE
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SO UNDER WHAT CONDITIONS?
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In order to reference the uploaded  

Frankenstein file

An XSS Vector

If the CSP uses hashes then its game over. 

Only validified scripts can be referenced

Nonces is the same

A CSP without hash / nonces

The file should only be checked for extension and 

mime type

If validity is checked, then we can only use jpeg/gif

Upload functionality

Since firefox / chrome won’t  allow 

referencing files  as scripts without a 

proper content-type header.

application/octet-stream ✔️ - image/gif ❌

A proper header
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SOURCES

https://portswigger.net/research/bypassing-csp-using-polyglot-
jpegs
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https://0x00sec.org/t/gif-javascript-polyglots-abusing-gifs-tags-and-
mime-types-for-evil/5088
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PREDICTABLE 
GUIDS
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PREDICTABLE GUIDS
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Server

POST /user/Trine/passwordReset

200 OK – Check your mail
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PREDICTABLE GUIDS

23

Say you want to reset your password on a site, the email you receive 

has a link for the following:

https://folketinget.dk/reset?token=3fcf5140-47ca-11ec-9755-c75cdea7a1c7
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PREDICTABLE GUIDS

24

3fcf5140-47ca-11ec-9755-c75cdea7a1c7

Version according to RFC:

Version 0

Only seen in the nil GUID ("00000000-0000-0000-0000-000000000000").

Version 1

The GUID is generated in a predictable manner based on:

•The current time

•A randomly generated "clock sequence" which remains constant between GUIDs during the uptime of the 

generating system

•A "node ID", which is generated based on the system's MAC address if it is available

Version 3

The GUID is generated using an MD5 hash of a provided name and namespace.

Version 4

The GUID is randomly generated.

Version 5

The GUID is generated using a SHA1 hash of a provided name and namespace.
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PREDICTABLE GUIDS
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3fcf5140-47ca-11ec-9755-c75cdea7a1c7
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PREDICTABLE GUIDS
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Server
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PREDICTABLE GUIDS
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Candidate guids for the approximated time
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PREDICTABLE GUIDS
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LESSON 
LEARNED

Never use GUID v1

If you spot it, you may be able 

to exploit it.
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SOURCES

https://securityboulevard.com/2022/11/attacking-predictable-
guids-when-hacking-apis/
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https://www.intruder.io/research/in-guid-we-trust
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CLIENT-SIDE PATH 
TRAVERSAL?? +

CSS 
INJECTION?????
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We all know the standard server-side path traversal
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But what if client side path injection could also lead to problems?
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LIVE DEMO

YES IM GOING THERE
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SO UNDER WHAT CONDITIONS?
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Stylesheet is referenced by some user set 

parameter. 

Should not be sanitized

Parameter stylesheet import

CSS injection can only allow for the 

extraction of non text fields in the DOM

A secret outside the text

Such that we may reference a remote css

file 

OR    fileupload -> jpeg/css polyglots ? 

An open redirect 
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SOURCES

https://mr-medi.github.io/research/2022/11/04/practical-client-side-
path-traversal-attacks.html
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https://erasec.be/blog/client-side-path-manipulation/
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SIDE CHANNEL 
CROSS SITE 

LEAKS
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SIDE CHANNEL CROSS SITE LEAKS
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aau.dk

GET aau.dk

OK 200 <doctype html><head>…..

Some other cdn

Cloudflare cdn

Google fonts
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The same-origin policy helps us a lot

SIDE CHANNEL CROSS SITE LEAKS
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SIDE CHANNEL CROSS SITE LEAKS

Quick words on the infamous SAME ORIGIN POLICY
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SIDE CHANNEL CROSS SITE LEAKS

But it is not possible to mess this up majorly.
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SIDE CHANNEL CROSS SITE LEAKS

LOTS OF INFO... WHAT DO WE KNOW?

44

Situation: Mario who is logged in to sharepoint.com visits Luigi’ evil site evil.local

• Mario’s browser will not issue POST requests to sharepoint.com with credentials

• Even when access-control-allow-origin: * on sharepoint.com

• Mario’s browser will not allow javascript to read responses from GET requests to  sharepoint.com

• Unless access-control-allow-origin: * on sharepoint.com, but remember, no credentials!

• Mario’s browser will allow the site evil.local to embed certain files from sharepoint.com

• Javascript on evil.local is not allowed to access the data of the embedded files.

• Embedding allows passing credentials.

• Mario’s browser will allow javascript to infer the responsecode from GET requests to 

sharepoint.com

• So what can this be used for?
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SIDE CHANNEL CROSS SITE LEAKS

EXAMPLE
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Situation: Mario who is logged in to sharepoint.com visits Luigi’ evil site evil.local

Only logged in users get status code 200 from visiting sharepoint.com/me/profile.png

Otherwise they will return status code 404

1. Mario visits evil.local

2. evil.local will cleverly embedded the image on sharepoint.com/me/profile.png

3. Depending on the response (200 or 404) the script on evil.local will snitch on the status code

function probeError(url) {
let image = document.createElement(‘img');
image.src = url;
image.onload = () => console.log('Onload event triggered');
image.onerror = () => console.log('Error event triggered');
document.head.appendChild(image);

}
// because sharepoint.com/notexists returns HTTP 404,
// the script triggers error event
probeError('https://sharepoint.com/notexists');

// because sharepoint.com/me/profile.png returns HTTP 200,
// because Mario is logged in, the script triggers onload event
probeError('https://sharepoint.com/me/profile.png');
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SIDE CHANNEL CROSS SITE LEAKS

EXAMPLE – HTML ONLY

01-07-20XX Titel på forretningspræsentation 46

The content of the <object> tag is only rendered if 
the resource specified in the data attribute fails to 

load.

• Source: https://owasp.org/www-chapter-
germany/stammtische/hamburg/assets/slides/2022-02-24_XS-
Leak%20und%20XS-Search-Angriffe.pdf

• https://html.spec.whatwg.org/multipage/iframe-embed-object.html

https://owasp.org/www-chapter-germany/stammtische/hamburg/assets/slides/2022-02-24_XS-Leak%20und%20XS-Search-Angriffe.pdf
https://owasp.org/www-chapter-germany/stammtische/hamburg/assets/slides/2022-02-24_XS-Leak%20und%20XS-Search-Angriffe.pdf
https://owasp.org/www-chapter-germany/stammtische/hamburg/assets/slides/2022-02-24_XS-Leak%20und%20XS-Search-Angriffe.pdf
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SIDE CHANNEL CROSS SITE LEAKS

SOME LEAKS ARE FIXED (GREEN) BUT OTHERS STILL REMAIN IN BROWSERS (RED)

01-07-20XX Titel på forretningspræsentation 47



RESTRICTED

SIDE CHANNEL CROSS SITE LEAKS

REAL WORLD EXAMPLE
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SIDE CHANNEL CROSS SITE LEAKS

REAL WORLD EXAMPLE
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SIDE CHANNEL CROSS SITE LEAKS

REAL WORLD EXAMPLE
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SOURCES

https://xsleaks.dev/

51

https://hackerone.com/reports/505424
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HOST 
HEADER 

INJECTIONS
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HOST HEADER INJECTIONS
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IP AND HOST BOTH LEAD TO THE SITE

7/1/20XX 54

http://example.com http://20.224.132.89

Pitch deck title
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LIVE DEMO

YES IM GOING THERE
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SO UNDER WHAT CONDITIONS?
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When a user provides a host header, the 

site uses the host header for some 

functionality

Site uses host header

Server serves the site indifferent to whether 

or not the host header matches anything 

(bad nginx conf)

Server indifferent to host header
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SOURCES

https://www.youtube.com/watch?v=KcYBV1L2w_s&t=305s
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https://portswigger.net/web-security/host-header
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THANKS ☺
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Now you need to solve the exercise

Solve 4 ctf challenges based on this class
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