
SUCCEEDING IN BUG 
BOUNTY HUNTING

Tips for getting your first bounty



whoami

■ Studied the cybersecurity master 2020-2022

■ Creating a Danish Bug Bounty platform: Defend 

Denmark

■ Teacher of ‘Fundamentals of Cybersecurity’ @ AAU

■ Various pentesting certs (OSCP, OSCE3)

■ Freetime bug bounty hunter (why I give this talk)

■ Web security researcher.



What is this talk?

■ 2nd talk about bug bounty hunting

■ A more technical approach to finding bugs

■ How I approach a new target

– Recon

– Deep dive

■ A bunch of random tools / tips

■ Tips on writing reports



What is Defend Denmark
■ Localized bug bounty platform

– Danish hackers (residents ok)

– Danish companies

■ Sister company to Defend Iceland

– Successful localized bug bounty platform

■ We are in the process of launching

– Onboarding hackers and looking for first customers (targets)

■ Come talk to me after this talk if you want to get onboarded

– Need clean criminal record

– Signing of Defenders agreement (NDA, Scope rules etc)

– MitID

– Resident in Denmark with european citizenship



How to get the most out 
of this

■ You know the ecosystem of bug bounty hunting

■ You have signed up / will sign up to a bug bounty platform

■ You understand the safe harbor and what is “out of scope”

■ You have some setup that allows you to run burp/caido and 

cli tools



The 2 different approaches

■ Either we go breadth first and map a lot of attack 
surface

■ Or we go depth first, straight into the main application



Recon based approach - BFS

■ Goal: Use reconnaissance tools/approaches to find as much information as 
possible on the target

■ Why? – Security through obscurity/hiding

– Developers may put some test/admin/sensitive feature on a site, but 

assume ”No one will find this”

■ What to look for?

– Subdomains (Staging and test environments, admin.example.com)

– Non-public endpoints (/api/v1/test_admin_auth/auth/user)

– Non-public functionality 

– Non-public parameters

– Old functionality (What did the site use to expose, allow?)

■ Legacy functionality has a larger chance of being vulnerable

■ This approach is easiest when automated



Deep dive into functionality - DFS

■ Goal: Understand the target so well that conflicting functionality becomes 
apparant, the goal is to find logic bugs.

■ Why? Logic bugs can be the most serious vulnerabilities, breaking 
confidentiality or integrity.

■ How to navigate this approach?

– Use the application normally for some time

– Observe requests being made to understand the structure and 

architecture of the site

– What technologies can be inferred to be in use?

– How does the application respond to bad input?

– What does the auth model look like?

■ This approach is more manual



NEW TARGET 
LETS GO
LETS GET THAT BOUNTY



TARGET 
ACQUIRED



This is a good target because…



Its public and very very broad



Whats OOS



TARGET: DPGMEDIA.BE

and any other companies owned by DPG Media Group



■ Figure out as many subdomains for our target as possible

■ Figure out which IP addresses these run on

■ Figure out which services run on these IP addresses

■ Figure out which HTTP apps run on which ports, with a hostname in 

mind.

The goal – BFS FIRST



Tool: Subfinder



■ ……



Subfinder tips
■ Subdomains may contain gold in the form of

– Old forgotten applications

– Admin panels

– Sites with less security

■ Use the subfinder API keys

– Can use more sources to find 
subdomains

– Will give you more results than stock 
subfinder

– Many of these keys are for free or very 
cheap

■ Filter off domains that don’t point anywhere

– Check A and CNAME dns records for all 
domains

– DNSX? 



Tool: DNSX



Tool: DNSX

■ We can cut down on some domains that are not live



Tool: DNSX
■ But many domains resolve to the same IP

– There can be a wildcard situation

– *.site.dpgmedia.be --> 2.21.239.18



Tool: DNSX
■ But many domains resolve to the same IP

– There can be a wildcard situation

– *.site.dpgmedia.be --> 2.21.239.18

– NXDOMAIN → Dead and ignore

– No Answer → There may be something interesting here



Premium tip: DNS responses may leak hidden domains



Premium tip: DNS responses may leak hidden domains



Tool: HTTPX
■ We want to get more 

websites to hack

■ So we have to find 

websites from our 

target list

■ Websites run http on 

port 80 and https on 

port 443, so we use 

httpx to scan for that



Putting them all together

subfinder -d [TARGET] -all | httpx -status-code -title -content-length 
-web-server -asn –location -no-color -follow-redirects -t 50 -ports 
80,8080,443,8443,4443,8888 -no-fallback -probe-all-ips -random-agent



Leads us new places

EXTRA TARGET: dpgmedia.net



NEW TARGET: 
DPGMEDIA.NET
and now we run the tools again over and over and over and over



Tool: GITHUB OSINT?
■ Search for your targets sites on github to discover potential code relating to the target.  

– Whitebox is always preferrable to blackbox



Premium tip: Dorking





Premium tip: Google Dorking



Premium tip: Google dorking - 2026



Premium tip: Google dorking - 2026

■ Mange skubber vibe-coded produkter hurtigt ud I production

■ Hvis de har opkobling til backend, så er der en mulighed for at udnytte

dem

■ Tjek de store vibe code platforme ud med 

google dorking:

site:*.vercel.app
site:*.netlify.app
site:*.pages.dev
site:*.fly.dev
site:*.railway.app
site:*.render.com
site:*.streamlit.app
site:*.hf.space
site:*.modal.run
site:*.workers.dev —

site:*.deno.dev



Tool: Gowitness?
■ Given a list of targets, navigate to them and take a screenshot

– Allows us to much faster rule out stuff that is not relevant / that is relevant

■ https://github.com/sensepost/gowitness



What are we looking for?

■ Stuff that looks OLD

■ Anything related to admin-panels

■ Anything that looks like we can log in

■ Default content (IIS, Tomcat ?)

■ VPN stuff? 

– Citrix, Ivanti, Fortinet, Palo Alto

– Tons of vulnerabilities here



Premium tip: IIS Tilde Enumeration scan



Premium tip: IIS Tilde 
Enumeration scan



Hack IIS servers when you find them



Extra cloud recon

■ The goal is still to find as many websites to 
hack

– Many companies use cloud providers

– Amazon AWS, Google Cloud, Azure

– These cloud companies own certain IP 
ranges

– You spin up a machine -> Get an IP

■ We can query the IP’s on 443 to get 
certificate information

■ This may yield NEW main domains and 
subdomains



Extra cloud recon
•AWS- https://ip-ranges.amazonaws.com/ip-ranges.json

•Cloudflare 

• IPv4 - https://www.cloudflare.com/ips-v4

• IPv6 - https://www.cloudflare.com/ips-v6

•DigitalOcean - https://digitalocean.com/geo/google.csv

•Google Cloud - https://www.gstatic.com/ipranges/cloud.json

•Oracle Cloud - https://docs.oracle.com/iaas/tools/public_ip_ranges.json

•Linode - https://geoip.linode.com/

•Azure??? - https://docs.microsoft.com/en-us/azure/virtual-network/public-ip-addresses
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Extra cloud recon

■ I have done this for you (In June)

■ I will give you the data

■ (it’s a lot)

■ BUT…

■ Its without IP data, so if there is no 
domain resolution the other way, or 

cloudflare, you have to find it yourself.



NEW TARGET: 
DPGMEDIA.CLOUD

and now we run the tools again over and over and over and over



Tool: Waymore

■ We want to take an apex domain

■ And then figure out all full urls that this domain has ever been in

■ We can use waybackarchives, but its good to also include other 
sources.

■ Waymore:

waymore –i dpgmedia.cloud –mode U



Tool: Waymore



Tool: Waymore - Filtering



Tool: Waymore - Filtering



Tool: Waymore - Filtering



Tool: Waymore – or just going for gold



THAT’S IT FOR RECON

I mean there are millions of more tips, but we cannot 

cover them all



DOING DEEP DIVES
Understanding the application to break it



Spin up your favourite tool



Burpsuite - scope
• Set this immediately to ensure you don’t lose track in the overview



Our goal is to find deep complex 
functionality

■ This is often behind auth

– Here is our chance to hack other users of the platform (usually higher impact)

– We can test for Access control issues

■ Also often behind payment, so we may have to spend some money on some product

– Fewer testers, more chance of bugs

■ If we can get accounts of different levels, this is desirable.

– Test privilege escalations



Look at these OWASP TOP 10 vulns

Access control still number 1, how hard can it be???

Apparantly it IS hard



Src jhaddix bbh mentality



Lets create an account
https://login.dpgmedia.be/identify?client_id=vtm-dpgmal-web



Lets create an account - Notice

■ Remember to use the email accounts from the platforms

■ Remember to use the email accounts from the platforms

■ They are essentially email forwarders

■ Helps the defensive teams see you are doing good faith 
research

– Intigriti: username@intigriti.me

– Hackerone: username@wearehackerone.com

– YWH: ? 

mailto:username@intigriti.me
mailto:username@wearehackerone.com


Now… CLICK EVERYTHING

■ Now its time to become a superuser of the application

■ Click everywhere, while your proxy picks up information

■ Try to just do everything there is to do in the application



Deep Dive Data in Burpsuite -- Target view



Registering flow



BURP PLUGINS 
AND TOOLS 
THAT I LIKE



My favourite tools for analysis
Burp Intruder

■ The account.dpgmedia.be is quite sparse:

■ Lets use intruder to see if we can find more endpoints







Pick up the list at: https://github.com/danielmiessler/SecLists

https://github.com/danielmiessler/SecLists




Just don’t go too fast, or Akamai / 
Cloudflare will block you :-(



Burp Param Miner

■ Helps you find hidden gems

■ Information that is given by the user 
that the backend will react to

■ GET PARAMS

■ POST PARAMS

■ HIDDEN HEADERS

■ HIDDEN COOKIES



Burp Param Miner



Burp Param Miner



Burp Auth Analyzer
■ Helps to check for access control issues (OWASP top 1)

■ Resends all requests 

– But switches out or removes cookies / auth headers

– Checks if responses are the same or similar



GAP – Get All Parameters

■ Really nice tool to get 
links

■ To get words for a 

wordlist

■ Specifically for your 
target, take it from the 
targets tab



GAP – Get All Parameters



LEARNING FROM 
MY FINDINGS / 
REPORTS



Disclosing some of my reports –
Race conditions

■ Title: Fast concurrent requests can lead to more than allowed number of starred articles on 
*********

■ The platform allowed selling items and marking specific items as Starred*

■ But you could only have 5 items starred.

■ There was a POST request to

– /api/*****/listings/7bc9c7dd-6365-426c-b8c0-07f1a23c6095/starmark

■ Where the UUID was our listing for an item.

■ What if we ask to star 20 of our items AT THE EXACT SAME TIME!



How to do it in BURP

■ Take all the requests you want to send at the same time, send them to repeater.

■ Create a group in repeater and put them all in the group

■ Send requests in parallel (Last byte sync)

------->



When to look for race condition bugs?

■ Anywhere where there is potential for some 
race condition

■ Anywhere some amount of tokens is 

deducted / you only have a certain amount 
of credits

■ In password reset forms (What if the  reset 
token is time based?)



Disclosing some of my reports –
Mass Assignments

■ Title: Mass assignment leading to privilege escalation in the 
application

■ The platform had normal users, and admin users.

■ You can request (GET) your user object and also update it (PATCH) at

– /api/users/1234 (your id)

■ The frontend added only the fields you were allowed to edit

■ But you could manually add them to override sensitive fields.



Mass Assignment



Mass Assignment



Mass Assignment



Mass Assignment



When to look for mass assignments?

■ Anywhere where you can see the object 
being returned

– GET /api/user/me

■ And where you also have the possibility to 

update it

– PATCH /api/user/me

■ Or where you are allowed to create new 
objects

– POST /api/user/new



Disclosing some of my reports –
Hidden API --> Delete others files

■ Title: Undocumented API leads to deleting other users files

■ The platform allowed users to host files to be shared with others.

■ The platform used incremental ID’s for files (1001, 1002, 1003…)

■ The platform used strong access control!

■ But in the javascript files for the frontend, there was an 
undocumented api call

– DELETE /api/overturn/file/1234 (your id)

■ This overturn section was never referenced!



Disclosing some of my reports –
Hidden API --> Delete others files

■ Nice bounty



Found via js analysis

■ All sites (most) use Javascript in the frontend to render what the 
browser sees

■ Many modern frameworks (react,vue etc) allow you to create 

dynamic and nice webpages

■ And many of them embed all the backend functionality into the 
frontend

■ So the frontend knows exactly what to send to the backend

■ We want to investigate this!!!!



Js analysis, just your browser.
■ Your browser will show the sites js to the best of its ability under the devtools

– Right click → inspect

■ Look for the main site and then find files ending in .js

■ These files usually look like shit, and are not easy to read, but we can use them still to get some 
idea.

■ Look for calls to apis by just searching for “api”





TIPS ON 
WRITING 
REPORTS



Writing reports

■ The report is your main tool for getting paid

■ You can have the best bug in the world, but…

– If your report sucks then the triage wont pass it on

– If your report is incoherent the triager won’t 
understand

– If your report does not explain proper impact, the 

program manager may not care

■ Without a proper report, you cannot expect a proper 
response



Report 
sections 

suggested 
approach

Executive 
summary A short summary of what the 

report means, for a non technical 
audience

Proof of 
concept Step by step for reproduction, 

many screenshots, video also 
suggested, ALL details.

Impact 
statement What can an attacker do with 

this, how can it be misused, why 
is it bad.

Remediation 
Suggestions Suggest a fix, link to some 

articles, try to help the program 
manager



AND LASTLY…
ALWAYS BE POLITE AND 

PROFESSIONAL



On tempering your mood

■ Many triagers / program managers deal with rude, desperate and disrespectful 
hunters

■ Being overly kind and professional does in my experience lead to better experiences 

with program managers

■ If you don’t feel you get this back from them, just switch to another program.

■ On many occasions I have been asked to help understand the vulnerability

– I always tell them that it is up to them if they think its valuable research



So to summarize recon
When finding a new target:

1. Read the SCOPE, so you don’t submit out of scope

2. Find APEX domains (target.com, targetsite.dk, targetmedia.be)

3. Find SUBDOMAINS

1. Investigate subdomains with various tools, DNSX, HTTPX, GoWitness

4. Find LINKS with waymore

5. Investigate cloud providers

6. Google Dorking

7. DO EVERYTHING YOU CAN TO FIND ENDPOINTS / SUBDOMAINS THAT ARE WELL 
HIDDEN



So to summarize deep dive
When finding a new target:

1. Edit the scope in burp, to not let it fill up with garbage

2. CLICK EVERYWHERE

3. Use tools to find hidden stuff

1. Parameters that the server responds differently to

2. Endpoints that the server responds differently to

4. ALWAYS TEST FOR ACCESS CONTROL

1. Can an unauthenticated user see the same as your user?

2. Can another user with another session id see the same as 

yours?

3. Can you access objects / data across users?



Questions?

Add me on Linkedin

Download the recon 

data here:

kortlink.dk/2tnre

https://kortlink.dk/2tnre
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